[LIBRARY NAME]
[bookmark: security-camera-policy]Security Camera Policy
POLICY NOTE: Bracketed, highlighted text like this is a policy note. Policy notes explain why a section is drafted the way it is, flag a decision the organization needs to make, or note something to confirm with counsel or another advisor before adoption. They are not part of the policy itself. Remove every policy note, including this one, before the board approves the final policy.
POLICY NOTE: SPLIT FROM THE PHOTOGRAPHY AND RECORDING POLICY, July 23, 2026. This policy was previously a section inside the library’s Photography and Recording Policy. It is now standalone, so the library can review its camera system governance on its own schedule, separate from the five-year review cycle that applies to the Photography and Recording Policy under 8 NYCRR § 90.2. The Photography and Recording Policy now cross-references this document instead of restating it. No substantive changes were made to the camera provisions themselves as part of this split.
[bookmark: purpose]Purpose
This policy governs the library’s use of security cameras in and around library facilities, to protect the safety of patrons, staff, and library property. It covers camera placement, footage access, retention, and disclosure. It works alongside the library’s Photography and Recording Policy, which governs photography and recording by patrons, visitors, and other members of the public.
The library posts notice in every area where security cameras operate.
Security camera footage is a library record under CPLR § 4509, and receives the same confidentiality protections as other patron records.
POLICY NOTE: No statute definitively classifies security footage as a library record. Treating it as one is a policy choice, and a defensible one; it positions the library to reject generalized requests for footage on the basis that doing so would violate patron privacy. If the library’s attorney advises a different approach, this section and the FOIL section below need revision. See WNYLRC Ask the Lawyer, “Audio Recording Patrons Without Permission” (October 4, 2023).
[bookmark: camera-placement]Camera Placement
Cameras monitor the areas identified in the floor plan or location list attached to this policy as Exhibit A.
Cameras never monitor the following areas: [LIST EXCLUDED AREAS].
Cameras do not capture the content of materials a patron accesses, including computer screens, reading materials, or other media.
POLICY NOTE: Attach a floor plan or written list of camera locations as Exhibit A. Affirmatively identify areas the cameras never monitor. Common exclusions include restrooms, reference desks, circulation desks, and reading areas. Specificity about placement protects the library if footage use is ever challenged.
[bookmark: audio-recording-prohibited]Audio Recording Prohibited
Security cameras must not record audio. Recording a conversation without the consent of at least one party is Eavesdropping under NY Penal Law § 250.05, a class E felony. This prohibition applies regardless of the camera system’s technical capabilities. The library director confirms that audio recording is disabled on every camera system in use.
[bookmark: notice-to-patrons]Notice to Patrons
The library posts the following notice in every area monitored by security cameras:
“The library values patron privacy and security. Security cameras monitor this area.”
POLICY NOTE: The notice language can reflect the tone the library wants to take, and can vary by location within the building. The library posts the notice before activating cameras in any area.
[bookmark: access-to-footage]Access to Footage
Only the library director or a formally designated staff member may access security camera footage. Access requires authorization from the library director or a resolution of the board of trustees.
Access is limited to the following purposes:
· assessing a safety or security concern on library property
· addressing a Code of Conduct incident that requires documentation or follow-up
· assessing an operational or facility need
· responding to a warrant, subpoena, or litigation hold, as described below
POLICY NOTE: Add any additional permitted purposes specific to the library’s operations. Keep the list narrow. The more specific the permitted uses, the easier the policy is to enforce consistently.
[bookmark: patron-records-and-foil-requests]Patron Records and FOIL Requests
Security recordings that show library users are patron records. The library does not release security footage to any person or entity outside the library in response to a FOIL request.
POLICY NOTE: This section can remain as written only if the library has decided to treat security recordings as patron library records, as recommended above. If the library takes a different position on this question, revise this section. Consult the library’s attorney before changing this language.
[bookmark: warrants-subpoenas-and-litigation-holds]Warrants, Subpoenas, and Litigation Holds
Staff refer a request to disclose or preserve security footage based on a warrant, subpoena, or litigation hold immediately to the library director. The director evaluates the request with the advice of legal counsel before taking any action.
POLICY NOTE: A litigation hold is a demand, usually from a law office, requiring the library to preserve potential evidence. The subject line typically includes the phrase “litigation hold” or “duty to preserve evidence.” A staff member who receives such a demand brings it to the director immediately and takes no other action. Do not delete or overwrite any footage once a litigation hold has been received.
[bookmark: disclosure-to-law-enforcement]Disclosure to Law Enforcement
The library does not share security camera footage with any person or entity outside the library except in the following circumstances:
· a law enforcement agency presents a valid warrant, subpoena, or court order requiring disclosure
· a law enforcement agency requests footage in connection with an imminent threat to life or safety, and the director determines that disclosing the minimum necessary footage is required to address that threat
· disclosure is otherwise required by law
Staff refer a footage request from law enforcement to the director. The director consults with the library’s attorney before disclosing footage in response to any request not supported by a warrant or court order.
[bookmark: documentation]Documentation
The library documents each instance of footage access or disclosure, including:
· the date and time of access
· the name of the staff member who accessed the footage
· the purpose of the access
· whether footage was shared outside the library, and with whom
POLICY NOTE: Identify where the library maintains incident documentation and reference that location here, for example: “The library maintains documentation in the incident log, retained according to the library’s records retention schedule.”
[bookmark: retention]Retention
The library retains security camera footage that is not relevant to a documented incident for [NUMBER] days, then deletes or overwrites it.
Footage that must be retained past the standard period for operational, legal, or archival purposes requires authorization from the library director or a resolution of the board of trustees. The director documents the basis and plan for extended retention.
POLICY NOTE: Choose a retention period appropriate for the library. Common ranges are 30 to 90 days. WNYLRC Ask the Lawyer guidance references a three-year retention period for footage retained for operational purposes under the Retention and Disposition Schedule for New York Local Government Records (LGS-1). Confirm the applicable schedule with the library’s municipality and attorney before setting a retention period. A municipal library should confirm whether the municipality’s retention requirements apply to its security footage.
[bookmark: annual-operational-review]Annual Operational Review
The board reviews, no less than annually, the budget and operational capacity needed to retain, secure, and dispose of security camera footage as this policy requires.
POLICY NOTE: WNYLRC Ask the Lawyer guidance recommends an annual review of the camera system’s operational requirements. As camera technology changes, the library should reassess its capacity to manage retention, disposal, and security of recordings on a regular basis.
[bookmark: review]Review
The board reviews this policy every five years, per 8 NYCRR § 90.2, separate from the Annual Operational Review above.
POLICY NOTE: Since this is now a standalone policy, the board may instead choose to review the entire policy annually alongside the Annual Operational Review, rather than defaulting to the five-year cycle. Camera technology and vendor practices change quickly enough that some libraries prefer this. Either cycle satisfies 8 NYCRR § 90.2, which sets five years as a maximum, not a fixed requirement.
[bookmark: approval]Approval
Approved by the [LIBRARY NAME] Board of Trustees on [DATE].
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