[LIBRARY LOGO OR NAME]
Online Banking and Wire Transfer Policy
Purpose
This policy establishes the rules governing the library's use of online banking and wire transfers. It protects public funds by ensuring that electronic financial transactions are authorized, documented, and subject to appropriate oversight. This policy applies to the board of trustees, the director, the treasurer, and any staff member with access to the library's online banking accounts.
This policy does not govern credit and debit card acceptance, online payment processing, or remote deposit capture. Those activities are addressed in separate policies.
Authorized Transactions
The library uses online banking for the following purposes:
· Reviewing account balances and transaction activity
· Transferring funds between library accounts
· Initiating payments to authorized vendors
· Initiating wire transfers for bond payments, investment transactions, or other large-dollar settlements as authorized by the board
Any transaction type not listed above requires prior board authorization before it may be conducted through online banking.
[POLICY NOTE: Review this list with your treasurer and director. Add or remove transaction types to reflect how your library actually uses online banking. If your library does not use wire transfers at all, remove that item and the Wire Transfers section below.]
Authorized Users
The board designates the following positions as authorized to access the library's online banking accounts:
[POLICY NOTE: List the specific positions, not names. Common examples: Treasurer, Director, Assistant Director. Do not list more positions than necessary. Access should be limited strictly to those whose job duties require it.]
The director maintains a current list of individuals in each authorized position. The board reviews and confirms this list annually during their annual organizational meeting or whenever a personnel change affects access.
No third-party vendor, bookkeeper, payroll processor, or consultant may have direct access to the library's online banking accounts. Vendors receive payment through the library's normal claims and warrant process after board audit and approval.
Segregation of Duties
At least two individuals must be involved in each electronic transaction. Specifically:
· The person who initiates a transaction may not also authorize it.
· The person who authorizes a transaction may not also record it in the library's financial records.
· No individual may both prepare a disbursement and audit or approve the underlying claim.
[POLICY NOTE: If your library has limited staff, strict segregation of duties may not be fully achievable. In that case, the board must adopt compensating controls, such as requiring independent supervisory review of every transaction before and after it is posted. Document those compensating controls here. Consult with your auditor or legal counsel on what is sufficient for your library's staffing situation.]
Wire Transfers
Before the library conducts any wire transfer, the board enters into a written agreement with the depository bank. That agreement must, consistent with New York General Municipal Law Section 5-a, identify the accounts from which wire transfers may be made, identify the officer or officers authorized to order a transfer, specify the manner in which transfers will be made, and implement a security procedure as required by Uniform Commercial Code Section 4-A-201.
No individual may execute a wire transfer without written or documented authorization from the treasurer or their designated deputy. The authorization and transmitting functions are always performed by different individuals.
Wire transfers are used only for:
· Bond payments or debt service
· Investment transactions
· Other large-dollar settlements expressly authorized by the board
[POLICY NOTE: Add or remove permitted purposes to reflect your library's actual practices. If your library has never conducted a wire transfer and does not intend to, you may remove this section entirely and note in the policy that wire transfers are not authorized.]
The depository bank must provide written confirmation of each wire transfer to the authorizing officer no later than the next business day following the transfer.
The library instructs its depository bank to require a callback confirmation from a designated individual other than the person who initiated the transfer before executing any wire transfer. The library may also direct its bank to block wire transfers to foreign accounts or to any institution other than authorized counterparties.
Because wire transfers do not pass through the normal accounts payable cycle, the director ensures that each transfer is captured in the accounting records promptly and supported by documentation showing the purpose, amount, source account, and destination account.
Claims and Board Reporting
All electronic disbursements, wire transfers, and online transaction fees appear on the warrant submitted to the board for monthly approval. Staff may not exclude transactions from the warrant because they lack a check number. The board reviews a detailed transaction listing, not a single lump-sum total.
Each transaction must be supported by documentation and approved by the board before or, where timing requires, promptly after the disbursement occurs.
[POLICY NOTE: New York Education Law and OSC guidance require that claims be audited and approved before payment in most circumstances. If your library uses electronic payments in situations where prior board approval is not practical, consult with legal counsel about what documentation and ratification process satisfies your legal obligations.]
Password and Access Controls
Each authorized user has a unique username and password. Sharing credentials is prohibited. The library treats credential sharing as a serious internal control failure because it makes it impossible to determine who initiated any specific transaction.
Passwords must meet complexity requirements: a minimum of eight characters, including at least one uppercase letter, one lowercase character, one number, and one special character. Passwords may not include easily guessed words or names.
The library changes passwords and reviews access rights whenever an authorized user leaves their position, changes roles, or is no longer authorized to access online banking. The director is responsible for ensuring that departing employees are promptly removed from all online banking access.
Authorized users may not save banking usernames or passwords in a web browser and may not access the library's online banking from a public computer or an unprotected mobile device. Users type the bank's website address directly into the browser rather than following a link from an email or search engine result.
[POLICY NOTE: The password complexity requirements in this section come directly from the Office of the State Comptroller's Cash Management Technology guide (footnote 12). These are not arbitrary standards. The OSC guidebook explicitly lists these requirements as part of its best practices for online banking security. Libraries directors or boards that push back on these requirements should be directed to that source. The guide is available at https://www.osc.ny.gov/files/local-government/publications/pdf/cash-management-technology.pdf] 
[ASSOCIATION LIBRARIES: Association libraries follow the same password and access control requirements. If your association library uses a bookkeeper or accountant who previously had banking access, this is an appropriate time to review whether that access was ever formally authorized by the board and whether it has been removed.]
Security Practices
The library uses multi-factor authentication (also called two-factor authentication) for all online banking access where the bank makes it available. Multi-factor authentication requires the user to verify their identity using at least two methods: something they know, such as a password; something they have, such as a phone or token; or something they are, such as a fingerprint.
The director ensures that computers used for online banking:
· Have current antivirus, anti-spyware, and malware protection installed and updated
· Have operating system and software security patches applied promptly
· Use a wired rather than wireless network connection for financial transactions where possible
· Are logged out of all banking sessions completely when the session ends, not merely closed
The library works with its insurance provider to maintain coverage appropriate for cyberfraud risks, including fraudulent transfers and data breaches.
Staff with online banking access receive training at least annually on safe computing practices. Training covers recognizing phishing emails and social engineering schemes, avoiding untrusted links and attachments, and verifying the legitimacy of unexpected requests involving financial transactions. The director documents completion of this training.
[POLICY NOTE: The requirement for multi-factor authentication comes directly from the Office of the State Comptroller's Cash Management Technology guide (page 6), which lists it as a computing environment best practice for online banking. The OSC guide defines two-factor authentication as verifying identity through at least two of three methods: something you know, something you have, or something you are. Most banks now offer this as a standard feature at no additional cost. If a library's bank does not offer multi-factor authentication, that is worth raising with the bank directly, and the library should document the limitation and what compensating controls it has adopted in its place. The guide is available at https://www.osc.ny.gov/files/local-government/publications/pdf/cash-management-technology.pdf] 
[POLICY NOTE: The requirement for recurring security awareness training comes directly from the Office of the State Comptroller's Cash Management Technology guide (page 5), which identifies it as a non-technical internal control that local governments conducting online banking should maintain. The OSC guide specifically calls for training that covers phishing attacks, malware, and other threats targeting online banking credentials. The guide does not specify a frequency, so this policy sets an annual minimum as a reasonable standard. Training does not need to be formal or expensive. Many free resources are available through the New York State Chief Information Security Office at https://its.ny.gov/ciso/local-government. The director should keep a simple log of who completed training and when, so the board can confirm compliance during its annual review of this policy.]
[POLICY NOTE: The OSC notes that no single control is sufficient against cyberattacks. The goal is layered defense. If your library lacks the IT resources to implement all of these controls, document what compensating measures you have adopted and consult with your auditor about whether they are sufficient.]
Bank Agreements and Signature Cards
The board confirms that its signature card agreements with all depository banks are consistent with this policy. If this policy requires two authorizations for disbursements, the bank signature card must reflect that requirement. A signature card that allows one-signature disbursement when this policy requires two removes a critical control.
[POLICY NOTE: Directors and treasurers should pull the library's current signature cards on file with the bank and compare them to what this policy requires. Mismatches are a common finding in OSC audits of library finances.]
Review
The board reviews this policy every five years, consistent with 8 NYCRR § 90.2, or sooner if a significant change in law, technology, or library operations warrants an earlier review.
Approved by the [LIBRARY NAME] Board of Trustees on [DATE]
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