[Insert Library Name Here]
Internal Communications Policy (Sample)
Purpose
This policy establishes guidelines for the use of internal communication platforms by library staff. These tools improve collaboration but also create records subject to the New York State Freedom of Information Law (FOIL). This policy ensures staff use these systems appropriately, in compliance with state law, library confidentiality standards, and cybersecurity best practices.
Scope
This policy applies to all who use library-supported communication platforms for official library business.
Definitions
· Internal Communication: Any method of exchanging work-related information. 
· Internal Communication Platforms: The specific tools supported by the library for internal communication including but not limited to Slack, Mattermost, or email.
· Records: Under NY FOIL, any information “kept, held, filed, produced or reproduced by, with, or for” a library in any format. This includes conversations and files shared on Internal Communication Platforms.
· Personal Devices: Phones, tablets, or computers owned by staff and not issued by the library.
Use of Internal Communication Platforms
Staff should use Internal Communication Platforms for library business only. Conversations should remain professional and aligned with workplace standards.
Sharing of patron-identifiable information (e.g., names, account details, checkout history, etc.) over Internal Communication Platforms is prohibited, since these systems may be accessed on personal devices.
Any use of patron data must comply with the System’s Access and Confidentiality of Library Records Policy[footnoteRef:1]. [1:  OWWL Library System, Systems Access and Confidentiality of Library Records Policy, https://owwl.org/system/policies/systems-access-and-confidentiality-of-library-records-policy/ ] 

Files containing sensitive or confidential information must only be shared through approved secure library systems (e.g., ILS, encrypted email).
Internal Communication Platforms are workplace tools. Use them for library business in a professional, respectful manner. Use of Internal Communication Platforms is subject to the library’s personnel policies, code of conduct, and all other applicable policies.
The Library Director is responsible for granting and removing staff access to Internal Communication Platforms as part of onboarding and offboarding.
Personal Device Use
Staff may access Internal Communication Platforms from personal devices; however:
· Devices must have a passcode or equivalent security enabled.
· Staff should log out of Internal Communication Platforms when devices are lost, stolen, or replaced.
· The Library Director may require remote sign-out or other protective measures if a security concern arises.
Staff should minimize conducting library business through SMS, personal email, or other unapproved platforms, as these create FOIL-able records stored only on personal devices.
Cybersecurity and Privacy
Staff are responsible for safeguarding library communications accessed on personal devices, including avoiding use of unsecured public Wi-Fi.
The Library Director will provide guidance and training on safe use of Internal Communication Platforms. The Director may reach out to the OWWL Library System for support in accordance with the System’s Computer Support Policy[footnoteRef:2]. [2:  OWWL Library System, Computer Support Policy, https://owwl.org/system/policies/computer-support-policy/ ] 

Suspected security incidents must be reported immediately to the Library Director.
Records and FOIL Compliance
Conversations, messages, and files shared on Internal Communication Platforms are considered library records and may be subject to FOIL requests.
FOIL applies to the records themselves, not the device used. This means:
· If a record exists on an Internal Communication Platform and is accessible via library systems (e.g., web access, administrative export), FOIL obligations are satisfied.
· Personal devices used to access Internal Communication Platforms are not typically subject to subpoena if the records can be retrieved elsewhere.
By contrast, SMS/text messages about library business are FOIL-able, but they exist only on personal devices. Staff should avoid discussing library business over SMS whenever possible.
All FOIL requests related to Internal Communication Platforms must be referred to the Library Director or the library’s Records Access Officer defined in the [FOIL Policy].	Comment by Ron Kirsop: May want to link or add a footnote for the library’s FOIL Policy
Retention of records created through Internal Communication Platforms will follow the library’s [Record Retention Schedule] as adopted under the NYS Records Retention and Disposition Schedule (LGS-1).	Comment by Ron Kirsop: May want to link or add a footnote for the library’s Record Retention Policy 
Retention and Recordkeeping
Internal Communication Platform communications are subject to library record retention policies.
Administrators will maintain and, when necessary, export records for FOIL compliance.
Staff should not delete or attempt to alter official records in these platforms.
Enforcement
Violations of this policy may result in loss of access to Internal Communication Platforms and/or disciplinary action consistent with library personnel policies.
Review
This policy will be reviewed at least every five years, in compliance with the New York State Minimum Standards for Public and Association Libraries (8 NYCRR § 90.2).
